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How to Obtain an Audit of Your Bioterror Response Plan



The Center for Emergency Response Analytics (CERA) has prepared this guide to assist state and local governments to obtain and evaluate proposals for audits of their bioterror response plans.
While we focus on operating plans for mass dispensing clinics (commonly called Points of Dispensing or PODs), the material in this guide could apply to non-terrorist emergencies and other aspects of emergency response.

We focus on PODs, because they are difficult to plan—plans must account for complex interactions among client transportation operations, clinic operations, and supply chain operations. Not only that, but each POD is different, designed to operate under unique local conditions and intended to serve a population that may have unique needs. 

This guide discusses the reasons for carrying out an audit, the tools and techniques that produce the best results, things to look for in a vendor, the phases of a typical project, and the likely cost of an audit. It also contains a cut-and-paste section that you can include in an RFP.  
The Guide reflects the experience that CERA has gained in developing and auditing response plans.
Why Audit?

CERA has reviewed dozens of bioterror response plans and found a significant percentage of them to be seriously flawed. Many are incomplete, neglecting the most difficult aspects of response. Some contain errors and inconsistencies. Most misstate requirements for staffing and other resources. Others fail to account for unique local factors including:
· Seasonal populations

· Language requirements 

· Shortages of skilled medical personnel

· Climate

· Availability of public transportation

· Physical constraints in PODs, access roads, and parking facilities

Some “plans” are little more than organizational charts. We saw one plan whose only mention of logistics was a statement that “The Logistics Manager will be responsible for all logistics.”
We audited another plan that would provide such poor service that families would wait in line for upwards of 17 hours in a very crowded clinic—that is, if they could find a parking space.
The cost of discovering and correcting a plan’s faults during a bioterror attack will be enormous both in terms of money and in unnecessary loss of life. A poor plan will not only endanger the lives of the general population, it will place PODs, POD workers, and the entire line of supply at extreme risk.
A properly conducted audit can identify flaws and provide recommendations for correcting the flaws. In many cases, the recommendations are painless to implement and will result in an emergency response plan that provides better service to the population at a lower cost.
Auditing with Discrete Event Simulation

Auditing a clinic’s operational plan is a complex task which requires specialized analysis techniques and tools. In our opinion, discrete event simulation is the analytical technique that can do the best job. Many experts agree with us.
The exercises that many planning regions are carrying out are a form of discrete event simulation. Volunteers, representing patients, move through a mock-up of a clinic staffed by volunteers and healthcare professionals. Clinic staffers go through the motions of performing triage, reviewing forms, dispensing medications, and other clinic tasks. 
These exercises are valuable, but they are hugely expensive. They require tremendous planning and most communities find that it is difficult to muster enough volunteers to make the exercise realistic. Few communities would be able to carry out a second exercise to test the lessons learned in the first.

Imagine if you could “computerize” such an exercise. It would be easy to experiment with different process layouts, different staffing plans, and different client transportation strategies. It would be easy to see how well a response plan would scale up to accommodate seasonal populations. It would be easy to see what would happen if a POD operated for 2 shifts instead of 3. 
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[image: image3]The first step in using discrete event simulation is to build a computer model of your clinic and transportation system. 
Some modelers use a programming language to build their models. At CERA, we build graphical models that depict processes as schematics—where each task is represented by a block in the schematic. 
We recommend the graphical approach for two reasons:
· It will be easy to see if your vendor got it right.
· The diagrams will make a great addition to the next revision of your plan document.
The second step in discrete event simulation is to create a scenario—a set of parameters that define operational details such as population, operating hours, client arrival rates, how long tasks take, the number of resources available, and the like.
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We recommend that these parameters be represented in tabular form—there are a lot of details and a tabular representation will make it easier for you to keep track of them and verify them.
When we conduct an audit, we typically use several scenarios. This allows us to study the performance of the process under different sets of assumptions. We may vary client arrival rates, the number of staffers, the number of parking spaces, etc.

The third step in the process is the simulation itself. Simulation involves moving “simulated families” through the schematic and collecting performance information. Most simulators are capable of tracking vast amounts of performance data. You want your vendor to winnow this down into a small amount of interesting information such as:
· How many people are in the clinic?

· How long does it take them to get through the process?

· Are there long lines? Where are they?

· How busy are staffers?

· How many cars are in the parking lot?

· How many riders are on the shuttle buses?

Whenever possible, we present performance information graphically or in tabular form. 
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Sample Output Graph--Clinic Population
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Sample Output Graph – Amount of Time Families Spend in Clinic
What about Spreadsheet Analyses?

We love spreadsheets, but we found that it was not possible to create a spreadsheet capable of analyzing the integrated operations of a transportation system, a dispensing clinic, and a supply chain.

Spreadsheets are great at performing static calculations where you can get away with using average values. They aren’t very good at designing or analyzing processes that are both complex and dynamic. 

Some of the factors that make spreadsheets a poor choice for a serious, detailed audit are:

· The interactions among client transportation and clinical operations are too complex.
· Families will likely travel through a process as families—not as individuals.

· Variations in family arrival rates create surges and lulls. A properly performed audit will show you how your process can weather surges and recover from them.
· Variations in task execution times create unforeseeable effects. (As an illustration, think of the fellow that, on average, arrives at the bus stop 3 minutes before his bus arrives. The day that he misses the bus is anything but average.)

· “Batch effects” that result from some group operations, like orientation and shuttle bus arrivals.
· Increasing rates of illness or exposure as an emergency unfolds.

· Errors rates that increase as workers become fatigued
· A spreadsheet can’t tell you how many clients are in a facility and how many cars are in parking lots.

Start with Smallpox
It is easier to scale a response plan down than it is to scale one up. Therefore we recommend that you begin by auditing your smallpox response plan for an attack that occurs in your peak population season. And then imagine that the attack occurs in your worst-weather season.
We recommend working on smallpox because a smallpox vaccination program may be the most complicated planning exercise your planners will undertake. This is because smallpox vaccine must be administered by qualified professionals to each of your clients—in person. 

The highly contagious nature of smallpox adds to the complexity by requiring your process to minimize the accidental exposure of clients to sick clients. Planners must even take care to limit the exposure of “unvaccinatable” residents to vaccinated residents (because vaccinations can “shed” virus).
Contrast smallpox to anthrax. In the event of an anthrax attack, antibiotics can be dispensed to heads of households. Additionally, anthrax is not contagious. 
A Typical Audit Project
We have found that an audit project can easily be carried out using phone, fax, and email. It can take anywhere from two to five weeks. 
A project’s length depends largely upon the completeness of your written plan and the availability of planners to fill in missing details. 
The following project outline that has worked for us. We repeat it in the RFP Cut-and-Paste that appears at the end of this guide.

1. Vendor reviews all plan documentation and interviews planners to obtain supplemental information. 

2. Vendor constructs initial simulation model and carries out initial simulation analysis.

3. Vendor presents model and initial results to planners for validation and discussion.

4. Vendor develops recommendations for improving the plan, quantifies the value of implementing the recommendations, and submits the recommendations to planners for discussion and approval.

5. Vendor modifies model to reflect the approved recommendations and continues simulation analysis.

6. Vendor prepares draft report and submits it for review.

7. Vendor prepares and submits final report.
The audit report that your  vendor prepares should contain the following elements. This list is repeated in the RFP Cut-and-Paste.
· A description of the response plan. This is not a rewrite of your plan—it should focus on your operational processes. 
· A description of the model of the response plan and the primary assumptions on which the model rests. 

· Details about the simulation tools and techniques that may affect the interpretation of the results.

· A description of the scenarios under which the response plan was tested.
· Recommendations that arose from the audit and were accepted by planners.

· Additional recommendations

· Reports on the key performance indicators which should include:
1. Service Level KPIs:

a. Total time—the total time from a family’s arrival at a staging area (or clinic) until it departs the staging area. Total time includes the time a family spends waiting for shuttle buses, riding shuttle buses, and the time a family spends in the clinic. 

b. Wait time—the amount of time a family spends waiting in line for each clinic service (e.g., triage, orientation, counseling, vaccination, etc).

c. Queue length—the number of people that are waiting in line for each clinic service 

2. Utilization KPIs

a. Utilization percentage of staffers (i.e., how busy are they?)

b. Utilization percentage of orientation facilities (i.e., how full are they?)

3. Transportation System KPIs

a. Parking lot utilization

b. Parking lot entrance and exit utilization 

c. Shuttle wait time—the amount of time a family waits for inbound shuttles and outbound shuttles

d. Shuttle bus utilization (how full?)

e. Shuttle bus miles traveled, fuel consumed, and refuelings required
The Cost of an Audit

The cost of carrying out an audit need not be high. 

The cost will depend upon the number of dispensing clinics that you want to analyze and the number of clients that will go through each clinic. The cost may also depend on the complexity of your transportation system—how many “staging areas” you have and the types of routes your shuttle buses take to get from staging area to dispensing clinic. 

Expect to spend from $5,000 to $10,000 per clinic. Vendors that have created toolkits for modeling emergency response processes will cost less, take less time, and be more accurate than vendors that are building analysis tools from scratch.

Expect to spend more if you want to track error rates due to fatigue or exposure rates that result from a process that places unscreened clients in close proximity for significant lengths of time.

If you have lots of dispensing clinics, try to group them according to type—then select a clinic of each type for auditing. Clinics belong in the same group if they serve similar populations and have identical (or very similar) process layouts.

One state that we worked with had dozens of clinics. We did detailed audits of five representative clinics which then served as models for planners elsewhere in the state. 

You should also require your vendor to retain your models. You may want to re-run simulations in the future—you may be able to save money by basing these new simulations on your existing models.

Why don’t you take ownership of the models? There are two reasons that we haven’t suggested this:

1. Software license fees. Most modeling and simulation software packages are expensive.

2. Training. The models and the software that they run on are very complex. Users would require extensive training in order to be effective. 

Tell Us What You Think
We prepared this guide because we are committed to the goal of preparedness. We believe that the better prepared we are, the less likely we are to be attacked. 

We want to hear your comments, questions, and criticisms. Please email them to audit@Response-Analytics.org—they will all help us improve the next version of this guide.  We’ll do our best to respond promptly.

RFP Cut-and-Paste 

Introduction
The <planning jurisdiction> is developing plans for mass vaccination or prophylaxis programs to be carried out in the event of a bioterrorist attack involving biological or chemical agents.

Proper planning requires careful adaptation of federal guidelines in order to define a program that meets local needs and will operate well under local conditions. 

Factors that local plans must take into account include:

· The size of resident and seasonal populations

· Language requirements of populations

· Dispensing facility constraints

· Shortages of skilled medical personnel

· Climate

· Availability of public transportation

· Access road layout and parking facilities

<RFP issuer> is seeking proposals from qualified bidders to audit its plan to dispense medications in the event of a bioterror attack involving smallpox/anthrax/plague. 
Scope of Work and Deliverables
<RFP issuer> seeks to audit the plans for <number of dispensing sites> dispensing sites intended to serve a population of <population>. The dispensing plans include/do not include embedded transportation systems.

The objective of the audit is to develop simulation models of dispensing clinic and client transportation processes and use the models to:

· validate staffing levels;
· measure service levels that the dispensing sites can achieve;
· identify inconsistencies and areas of incompleteness; and
· Identify process improvements and quantify the impact of the improvements.
The primary project deliverables will be a report which will be submitted in draft form and then in final form. The report will include:

· A description of the response plan

· A description of the model of the response plan and the primary assumptions on which the model rests.

· Details about the simulation tools and techniques that may affect the interpretation of the results.

· A description of the scenarios under which the response plan was tested.

· Recommendations that arose from the audit and were accepted by planners.

· Additional recommendations

· Reports on the key performance indicators listed in the “Technical Details” section that appears below.

<RFP issuer> envisions the project to be carried out in the following phases.
1. Vendor reviews all plan documentation and interviews planners to obtain supplemental information.

2. Vendor constructs initial simulation model and carries out initial simulation analysis.

3. Vendor presents model and initial results to planners for validation and discussion.

4. Vendor develops recommendations for improving the plan, quantifies the value of implementing the recommendations, and submits the recommendations to planners for discussion and approval.

5. Vendor modifies model to reflect the approved recommendations and continues simulation analysis.
6. Vendor prepares draft report and submits it for review.

7. Vendor prepares and submits final report.
Bidder Qualifications
Bidders should have:

· experience in health care process design and analysis,

· familiarity with the Strategic National Stockpile program, 

· a detailed understanding of the CDC’s Annex 3—Guidelines for Large Scale Smallpox Vaccination Clinics,
· knowledge of best practices from health care, business, industry, or the military and the ability to transfer those best practices to emergency response, and
· experience with discrete event simulation

Required Proposal Content

All proposals must contain the following information:
· A description of the vendor’s qualifications and resumes of the principal professionals who will be assigned to the project.

· A description of the modeling and simulation environment that the vendor proposes to use.

· A description of the methodology that the vendor will use in conducting the simulation analysis in order to support the audit.

· A firm, fixed price for the project.

· A sample of previous, similar work carried out by the vendor.
Technical Details
The dispensing plan audit should be supported by a quantitative analysis carried out with discrete event simulation.

The discrete event simulator should use a graphical model that clearly shows process flows. 
The simulator should enable manipulation of operational details and assumptions including:

1. Client Information Inputs
a. Total population 

b. Populations of major language groups

c. Family size: maximum and mode

d. Arrival rates for each hour of each day

e. Percentage of arriving clients who are sick

f. Percentage of arriving clients who have been exposed

2. Process Information Inputs
a. Days of operation

b. Hours of operation

c. Number of staffers or “stations” for each clinic operation for each shift
d. Capacity of group operation facilities (e.g., orientation rooms)
e. How long does each operation in the process take? Minimum, mode, and maximum times

3. Transportation System Information Inputs
a. Percentages of families arriving by car, by foot, by public transportation, by ferry, etc.
b. Parking spaces available at clinic

c. Percentage of clients arriving at remote staging areas

d. Parking spaces available at staging areas

e. Travel time and distance from each staging area to clinic
f. Number of shuttle buses available

g. Shuttle bus passenger capacity

h. Shuttle bus routes and schedules
i. Shuttle bus fuel capacity

j. Shuttle bus gas mileage 
Given a scenario (that is, a set of inputs), the simulator must be able to calculate key performance indicators (KPIs). The simulator must track KPIs over the duration of the response operation in order to demonstrate the process’s ability to respond to dynamics such as client arrival surges and shift-to-shift changes in staffing levels.

1. Service Level KPIs:

a. Total time—the total time from a family’s arrival at a staging area (or clinic) until it departs the staging area. Total time includes the time a family spends waiting for shuttle buses, riding shuttle buses, and the time a family spends in the clinic. 
b. Wait time—the amount of time a family spends waiting in line for each clinic service (e.g., triage, orientation, counseling, vaccination, etc).

c. Queue length—the number of people that are waiting in line for each clinic service 

2. Utilization KPIs
a. Utilization percentage of staffers (i.e., how busy are they?)

b. Utilization percentage of orientation facilities (i.e., how full are they?)

3. Transportation System KPIs
a. Parking lot utilization
b. Parking lot entrance and exit utilization 

c. Shuttle wait time—the amount of time a family waits for inbound shuttles and outbound shuttles

d. Shuttle bus utilization (how full?)
e. Shuttle bus miles traveled, fuel consumed, and refuelings required

Example Schematic Diagram





Example Input Table
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